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services to all users |Information (PI1) exfiltrated. accessed or altered  [theft of property
but with decreased |was accessed but can be absorbed
efficiency not exfiltrated by the entity

The entity has lost
the ability to provide
a critical service 10 8
subset of users

Personal
Identifiable
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was sccessed and

Low

business impacting
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accessed or altered

Medium classified
information was accessed
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impact of fraud or
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little higher than

Time to recover is
unpredictable,
where additional
resources and

provide some critical
services to any user
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was accessed and
exfiltrated, and
impacting more
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customer based

information was
accessed or altered
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impacting less absorb assistance are
than 3% of the needed
customer based
The entity is no Personal Sensitive classified High The monetarized |Recovery from the
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possible {(e.g. Pl
data exfiltrated
and posted
publicly).
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Maturity Level

Definition and Criteria

Explanation

No documentation
There is no awareness or attention for certain
cyber security control.

Cyber security controls are not in place. There may be no awareness of
the particular risk area or no current plans to implement such cyber

security controls.

Cyber security controls are not or partially
defined.

Cyber security controls are performed in an
inconsistent way.

Cyber security controls are not fully defined.

Cyber security control design and execution varies by department or
owner.

Cyber security control design may only partially mitigate the identified risk
and execution may be inconsistent.

The execution of the cyber security control is
based on an informal and unwritten, though
standardized, practice.

Repeatable cyber security controls are in place. However, the control
objectives and design are not formally defined or approved.

There is limited consideration for a structured review or testing of a
control.

Cyber security controls are defined, approved
and implemented in a structured and
formalized way.

The implementation of cyber security controls
can be demonstrated.

Cyber security policies, standards and procedures are established.
Compliance with cyber security documentation i.e., policies, standards
and procedures are monitored,

key performance indicators are defined, monitored and reported to

evaluate the implementation.

The effectiveness of the cyber security
controls is periodically assessed and
improved when necessary.

This periodic measurement, evaluations and
opportunities for improvement are
documented.

Effectiveness of cyber security controls are measured and periodically
evaluated.

key risk indicators and trend reporting are used to determine the
effectiveness of the cyber security controls.

Results of measurement and evaluation are used to identify opportunities

for improvement of the cyber security controls.

Cyber security controls are subject to a
continuous improvement plan.

The enterprise-wide cyber security program focuses on continuous
compliance, effectiveness and improvement of the cyber security
controls.

Cyber security controls are integrated with enterprise risk management
framework and practices.

Performance of cyber security controls are evaluated using peer and

sector data.
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